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Chapter 1. Introduction
1.1. Objectives

The objectives of this document are:

» To specify a baseline configuration for implementations of <trademark>Oracle</trademark> RD-
BMS

» To provide guidance to administators, developers and security personnel in securely implementing
<trademark>Oracle</trademark> Database Management System.

1.2. Scope

Controls specified in this document apply to Oracle implementations 8.0 and above.

All of the organisation's Oracle implementations will be subject to the policies specified within this se-
curity standard. The policies will be applied to new and existing installations.

1.3. Not In Scope

Compliance with this standard will not provide “in depth” security architecture or intelligent security
design guidance to projects. As a consequence, for high impact or safety-critical business applications,
additional guidance will till need to be sought from your Information Security team consultancy func-
tion.

This is a specific standard for Oracle RDBMS 8.0 and above. Other Oracle products are sujbected to
separate standards.

Compliance with this standard does not negate the need for an overall security review of a proposed ap-
plication. Contact the Information Security team if you are in doubt.

1.4. Giving Feedback

1.5.

Y our feedback to improve this document is welcome. Please let me know of your experiences in apply-
ing the controls and guidance in this standard. Are the controls effective, easy to implement, too oner-
ous, clear, unclear, something missing? Does an exceptional case need to be covered? Let me know.
Please send your comments to frankodwyer AT netscape.net. Y our comments will be used to produce
better free security standards for the IT community.

| also request that you give feedback where you think the controls and guidance is correct. This will let

us gauge whether or not specific controls are controversia or broadly acceptable to the community, and
will help us to resolve cases where we have conflicting feedback on particular content.

Publishing these Security Standards and

Policies

This document may be reproduced and distributed in whole or in part, free of charge, subject to the fol-
lowing conditions:
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» All copyright and trademark notices, and this permission notice must be preserved complete on all
complete or partial copies.

e Any trandation or derivative work of this document must be approved by Frank O'Dwyer in writing
before distribution.

» If you distribute this guide in part, instructions for obtaining the complete version of this manual
must be included, and a means for obtaining a complete version provided.

» Small portions may be reproduced as illustrations for reviews or quotes in other works without this
permission notice if proper citation is given.

» Neither Frank O'Dwyer's name nor the names of any contributors may be used to endorse or promote
products derived from this document without specific prior written permission.

THIS DOCUMENT IS PROVIDED BY FRANK ODWYER AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IM-
PLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL FRANK O'DWYER OR CONTRIBUTORS BE LI-
ABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTI-
TUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUP-
TION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CON-
TRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN |F ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

I would like to be informed of any plans to publish or distribute these documents, just so | know how
they're being used and where they are becoming available. If you are publishing or distributing or plan-
ning to publish or distribute any of these documents, please send mail to frankodwyer AT netscape.net

1.6. Related Documents

1.6.1.

1.6.2.

This document should be read and applied in conjunction with the technology specific security standards
that are available from the frankodwyer.com web site. Please note that some of the documents below are
currently under development and as such may not as yet be available. Check back frequently for updates
to this document and those documents listed below.

Generic Security Standards

Generic Security Sandards
http://www.frankodwyer.com/standards/index.html#generic
Data Protection European Union Security Standard
http://www.frankodwyer.com/standards/index.html#generic
Application Service Provider Security Sandards

http://www.frankodwyer.com/standards/index.html#generic

Operating System Security Standards

Generic Unix Security Sandards



http://www.frankodwyer.com/standards/index.html#generic
http://www.frankodwyer.com/standards/index.html#generic
http://www.frankodwyer.com/standards/index.html#generic
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http://www.frankodwyer.com/standards/index.html#os
Windows NT4.0 Generic Security Standards
http://www.frankodwyer.com/standards/index.html#os
Windows NT4.0 Workstation Security Sandards
http://www.frankodwyer.com/standards/index.html#os
Windows NT4.0 Server Security Standards
http://www.frankodwyer.com/standards/index.html#os
Windows NT4.0 Domain Security Standards

http://www.frankodwyer.com/standards/index.html#os

1.6.3. Database Security Standards

Oracle Security Sandards

http://ww.frankodwyer.com/standards/index.html#db

1.7. Definitions

An “Information Asset” equates to any computerised information system or component thereof and thus
includes an application, off the shelf software, hardware, media, data item, data item repository and as-
sociated communications networks. The specification of the Information Asset in question will usually
be given so that this document is unambiguous.



http://www.frankodwyer.com/standards/index.html#os
http://www.frankodwyer.com/standards/index.html#os
http://www.frankodwyer.com/standards/index.html#os
http://www.frankodwyer.com/standards/index.html#os
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Chapter 2. User Configuration
2.1. User Administration

2.1.1. User profile names on the database should be con-
sistent with their other login names

ID Version Leve Enfor cement

ORAC-UA-1 1.0 baseline recommended

2.1.1.1. Standard

User profile names on the database should be consistent with their other login names

2.1.1.2. Detailed Steps

» Define security administration procedures that result in consistent usernaming

2.1.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
Inconsistent user profile names may result in user ids not being removed when a user transfers or
leaves
These unauthorised accounts may be used to compromised the system
Business information may be accidentally or maliciously altered.
Business information may be disclosed.

Business information and applications may be unavailable.

2.1.2. Accounts belonging to personnel who have fixed
periods of employments should be set up with expira-
tion dates

ID Version Level Enforcement

ORAC-UA-4 1.0 baseline recommended
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2.1.2.1. Standard

Accounts belonging to personnel who have a fixed period of employment should be set up with expira-
tion dates

2.1.2.2. Detailed Steps

» During the account request process obtain account expiration information.

»  Set up the account with an expiration date

2.1.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Redundant accounts are often targeted for compromise
» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.1.3. Scripted modificatons to users should use up to
date commands

ID Version Level Enforcement

ORAC-ADMIN-10 1.0 baseline recommended

2.1.3.1. Standard

Scripted modificatons to users should use up to date commands

2.1.3.2. Detailed Steps

o ldentify scriptsthat modify database users

* Ensurethat "alter user” isused instead of older commands

2.1.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
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* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.1.4. Database administrators should perform periodic
user account audits

ID Version Leve Enforcement

ORAC-UA-2 1.0 baseline recommended

2.1.4.1. Standard

Database administrators should perform periodic user account audits to ensure access granted is still re-
quired.

2.1.4.2. Detailed Steps

» Producealist of user profiles who have accessto the DBM S
» Check that the level of access these accounts have with the application owner
» Remove any accounts no longer required

» Madify any account access that is no longer appropriate

2.1.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Redundant accounts can be targeted to gain unauthorised access

» Redundant access rights can be used to perform unauthorised actions
» Businessinformation may be accidentally or maliciously altered.

» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2. Default Accounts

2.2.1. The default password for the demo account should
be changed
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ID

Version

Level

Enfor cement

ORAC-DA-5

1.0

baseline

recommended

2.2.1.1. Standard

The default password for the demo account should be changed

2.2.1.2. Detailed Steps

» Change the default password for the demo account following installation

2.2.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Unauthorised access may be obtained
» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.2. The default password for the dbsnmp account
should be changed

ID Version L evel Enforcement

ORAC-DA-3 1.0 baseline recommended

2.2.2.1. Standard

The default password for the dbsnmp account should be changed

2.2.2.2. Detailed Steps

» Change the default password for the dosnmp account following installation

2.2.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
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» Unauthorised access may be obtained
* Businessinformation may be accidentally or maliciously atered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.3. The default password for the scott account should
be changed

ID Version Leve Enforcement

ORAC-DA-4 1.0 baseline recommended

2.2.3.1. Standard

The default password for the scott account should be changed

2.2.3.2. Detailed Steps

» Change the default password for the scott account following installation

2.2.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Unauthorised access may be obtained
» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.4. The default password for the p08 account should
be changed

ID Version Leve Enfor cement

ORAC-DA-6 1.0 baseline recommended

2.2.4.1. Standard

The default password for the p08 account should be changed

8
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2.2.4.2. Detailed Steps

* Change the default password for the p08 account following installation

2.2.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Unauthorised access may be obtained
» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.5. The default password for the system account

should be changed

ID Version Level

Enfor cement

ORAC-DA-2 1.0 baseline

recommended

2.2.5.1. Standard

The default password for the sys account should be changed

2.2.5.2. Detailed Steps

e Change the default password for the system account following installation

2.2.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised access may be obtained
» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.6. The default password for the sys account should
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be changed
ID Version Level Enforcement
ORAC-DA-1 1.0 baseline recommended

2.2.6.1. Standard

The default password for the sys account should be changed

2.2.6.2. Detailed Steps

» Change the default password for the sys account following installation

2.2.6.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Unauthorised access may be obtained
» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.2.7. The scott account should be deleted if possible
ID Version Level Enforcement
ORAC-DA-7 10 baseline recommended

2.2.7.1. Standard

The scott account should be deleted if possible

2.2.7.2. Detailed Steps

» If possible delete the scott following installation.

2.2.7.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

10
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Unauthorised access may be obtained
* Businessinformation may be accidentally or maliciously atered.
Business information may be disclosed.

» Businessinformation and applications may be unavailable.

2.3. Roles, Views, and Access Control

2.3.1. Users with a requirement for a single role should
be denied the ability to execute the set role command

ID Version Leve Enforcement

ORAC-ACC-8 1.0 baseline recommended

2.3.1.1. Standard

Users with arequirement for asingle role should be denied the ability to execute the set role command

2.3.1.2. Detailed Steps

Deny users access to the DBM'S command prompt

2.3.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Access to the CLI can be used to subvert the application security controls
Access to the CLI can be used to subvert the database security controls
Business information may be accidentally or maliciously altered.
Business information may be disclosed.

Business information and applications may be unavailable.

2.3.2. Access to the operating system command line in-
terface should be denied from users where possible.

ID Version Leve Enfor cement

ORAC-ACC-7 1.0 baseline recommended

11
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2.3.2.1. Standard
Access to the operating system command line interface should be denied from users where possible.

2.3.2.2. Detailed Steps

» Usethe product_profile table to block the host command

2.3.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Accessto the CLI can be used to subvert the application security controls
e Accessto the CLI can be used to subvert the database security controls

» Businessinformation may be accidentally or maliciously altered.

e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.3.3. Password protected roles should be implemented.

ID Version Leve Enfor cement

ORAC-ACC-4 1.0 baseline recommended

2.3.3.1. Standard

Password protected roles should be implemented.

2.3.3.2. Detailed Steps

» Password protect roles on the database

2.3.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

12
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2.3.4. Views should be used to enforce access restric-
tions to tables.

ID Version Leve Enfor cement

ORAC-ACC-1 1.0 baseline recommended

2.3.4.1. Standard

Views should be used to enforce access restrictions to tables.

2.3.4.2. Detailed Steps

» Define the data access requirement each role needs to have for the database

» Defineviews according to these role access requirements

2.3.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Inconsistent access control alows application restrictions to be bypassed
» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.3.5. Users must not be assigned any default Oracle
roles

ID Version Leve Enfor cement

ORAC-ACC-3 1.0 baseline mandatory

2.3.5.1. Standard

Users must not be assigned any default Oracle roles

2.3.5.2. Detailed Steps

« Remove any default roles from the Oracle users

» Assign the users appropriate created roles

13
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Ensure the created roles only have CREATE SESSION privilege

2.3.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Default roles may provide unintended access to the database
Business information may be accidentally or maliciously atered.
» Businessinformation may be disclosed.

Business information and applications may be unavailable.

2.3.6. For live database apps do not use the connect or
resource roles

ID Version Leve Enfor cement

ORAC-ACC-6 1.0 baseline recommended

2.3.6.1. Standard

For live database apps do not use the connect or resource roles

2.3.6.2. Detailed Steps

e Do not assign the connect or resource roles to any users

2.3.6.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Business information may be accidentally or maliciously atered.
Business information may be disclosed.

Business information and applications may be unavailable.

2.3.7. Applications should be developed with password
protected roles without hard-coding the role password
or disclosing the role password to the users

14
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ID Version Level

Enfor cement

ORAC-ACC-5 1.0 baseline

recommended

2.3.7.1. Standard

Applications should be developed with password protected roles without hard-coding the role password

or disclosing the role password to the users

2.3.7.2. Detailed Steps

e Password protect roles on the database
» Do not hard code the password into the application
e Do not disclose the role password to the users

» Maketherole adefault role for the user

2.3.7.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

2.3.8. Database views should be defined
database roles

that map to

ID Version Level

Enforcement

ORAC-ACC-2 1.0 baseline

recommended

2.3.8.1. Standard

Database views should be defined that map to database roles

2.3.8.2. Detailed Steps

» Usethe management interface to define roles

» Usethe privilege management interface to define database views that map to the roles

15
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2.3.8.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

2.4. Privileges

2.4.1. The CREATE privilege should not be granted to
any application.

ID Version Leve Enfor cement

ORAC-PRIV-6 1.0 baseline recommended

2.4.1.1. Standard

The CREATE privilege should not be granted to any application.
2.4.1.2. Detailed Steps

» Ensure that applications are not granted the CREATE privilege.

2.4.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.2. The DROP privilege should not be granted to any
application.

ID Version Leve Enfor cement

ORAC-PRIV-5 1.0 baseline recommended

16
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2.4.2.1. Standard

The DROP privilege should not be granted to any application.
2.4.2.2. Detailed Steps

» Ensure that applications are not granted the DROP privilege.

2.4.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.3. The DBA role must be granted to Database Admin-
Istrators alone

ID Version Leve Enfor cement

ORAC-PRIV-4 1.0 baseline mandatory

2.4.3.1. Standard

The DBA role must be granted to Database Administrators alone

2.4.3.2. Detailed Steps

» Ensure that the only holders of the DBA role are Database Administrators

2.4.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised unrestricted privileged access may be obtained
e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.
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2.4.4. The UNLIMITED TABLESPACE privilege should
not be granted to any application.

ID Version Leve Enfor cement

ORAC-PRIV-11 1.0 baseline recommended

2.4.4.1. Standard

The UNLIMITED TABLESPACE privilege should not be granted to any application.

2.4.4.2. Detailed Steps

» Ensure that applications are not granted the UNLIMITED TABLESPACE privilege.

2.4.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Business information may be accidentally or maliciously atered.
» Businessinformation may be disclosed.

Business information and applications may be unavailable.

2.4.5. The EXECUTE ANY PROCEDURE privilege should
not be granted to any application.

ID Version Leve Enfor cement

ORAC-PRIV-10 1.0 baseline recommended

2.4.5.1. Standard

The EXECUTE ANY PROCEDURE privilege should not be granted to any application.

2.4.5.2. Detailed Steps

» Ensure that applications are not granted the EXECUTE ANY PROCEDURE privilege.

2.4.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
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» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.6. If the scott account exists, it should have the CON-
NECT privilege only

ID Version Leve Enfor cement

ORAC-PRIV-1 1.0 baseline recommended

2.4.6.1. Standard

If the scott account exists, it should have the CONNECT privilege only

2.4.6.2. Detailed Steps

» If the scott account exists, remove all privileges except CONNECT

2.4.6.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised access may be obtained
e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

2.4.7. Privileges should be assigned to roles and not dir-
ectly to users

ID Version Leve Enforcement

ORAC-PRIV-12 1.0 baseline recommended

2.4.7.1. Standard

Privileges should be assigned to roles and not directly to users
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2.4.7.2. Detailed Steps

» Usethe privilege management interface to define roles

e Usethe privilege management interface to assign usersto roles

2.4.7.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.8. The ALTER privilege should not be granted to any
application.

ID Version Level Enforcement

ORAC-PRIV-7 1.0 baseline recommended

2.4.8.1. Standard

The ALTER privilege should not be granted to any application.
2.4.8.2. Detailed Steps

» Ensure that applications are not granted the ALTER privilege.

2.4.8.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.9. The BECOME USER privilege should not be gran-
ted to any application.
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ID

Version

Level

Enfor cement

ORAC-PRIV-8

1.0

baseline

recommended

2.4.9.1. Standard

The BECOME USER privilege should not be granted to any application.

2.4.9.2. Detailed Steps

» Ensure that applications are not granted the BECOME USER privilege.

2.4.9.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.10. The GRANT ANY PRIVILEGE/ROLE privilege
should not be granted to any application.

ID Version Leve Enfor cement

ORAC-PRIV-9 1.0 baseline recommended

2.4.10.1. Standard

The GRANT ANY PRIVILEGE/ROLE privilege should not be granted to any application.

2.4.10.2. Detailed Steps

» Ensure that applications are not granted the GRANT ANY PRIVILEGE/ROLE privilege.

2.4.10.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
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Business information may be disclosed.

» Businessinformation and applications may be unavailable.

2.4.11. The p08 account should have the DBA role re-
voked

ID Version Leve Enforcement

ORAC-PRIV-2 1.0 baseline recommended

2.4.11.1. Standard

The p08 account should have the DBA role revoked

2.4.11.2. Detailed Steps

If the p08 exists, remove the DBA role.

2.4.11.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised privileged access may be obtained
Business information may be accidentally or maliciously atered.
e Businessinformation may be disclosed.

Business information and applications may be unavailable.

2.5. Authentication/Password Configuration

2.5.1. Sessions per user should be restricted to 1

ID Version L evel Enforcement

ORAC-AUTH-8 1.0 baseline recommended

2.5.1.1. Standard

The number of concurrent sessions per user should be restricted to 1

2.5.1.2. Detailed Steps
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» The system resource profile settings should be configured such that the sessions per user valueisre-
stricted to 1

2.5.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Reducestherisk of account sharing

» Reducestherisk of compromised accounts going unnoticed

» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

2.5.2. Password reuse max should be set to 12 pass-
words

ID Version Leve Enforcement

ORAC-AUTH-7 1.0 baseline recommended

2.5.2.1. Standard

The Password resuse max value should be set to 12 passwords to prevent the reuse of the previous 12
passwords used by an account holder

2.5.2.2. Detailed Steps

» The system resource profile settings should be configured such that the password reuse max value is
set to 12 passwords.

2.5.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

* Reuse of passwords extends the effective password lifetime
e The greater the password lifetime the greater the risk of compromise

* The greater the password lifetime the greater the period within which a compromised password can
be used

» Businessinformation may be accidentally or maliciously altered.

» Businessinformation may be disclosed.
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» Businessinformation and applications may be unavailable.

2.5.3. Password lifetime should be set to 30 days

ID Version Leve Enfor cement

ORAC-AUTH-5 1.0 baseline recommended

2.5.3.1. Standard

Password lifetime should be set to 30 days

2.5.3.2. Detailed Steps

» The system resource profile settings should be configured such that the password lifetimeis set to 30
days.

2.5.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Long password lifetimes increases the opportunity for password exposure
» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

2.5.4. Account logins should timeout and disconnect
after 30 minutes of inactivity

ID Version Leve Enfor cement

ORAC-AUTH-3 1.0 baseline recommended

2.5.4.1. Standard

Account logins should timeout and disconnect after 30 minutes of inactivity

2.5.4.2. Detailed Steps

» The system resource profile settings should be configured to to timeout and disconnect account lo-
gins after 30 minutes of user inactivity
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2.5.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Accountslogged in but inactive may be subject to unauthorised access
» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.5.5. Password grace time should be set to 0 days

ID Version Level Enforcement

ORAC-AUTH-4 1.0 baseline recommended

2.5.5.1. Standard

Password grace time should be set to O days
2.5.5.2. Detailed Steps

» The system resource profile settings should be configured such that the password grace timeis set to
0 days

2.5.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
» The password lifetime exists to enforce password change to limit the period of exposure that may ex-
ist should a password be compromised

» Password grace time extends the effective password lifetime and thus the period of time for potential
exposure

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.5.6. Password lock time should be set to maximum
possible time
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ID Version Leve Enfor cement

ORAC-AUTH-6 1.0 baseline recommended

2.5.6.1. Standard

Password lock time should be set to maximum possible time

2.5.6.2. Detailed Steps

» The system resource profile settings should be configured such that the password lock time is set to
the maximum possible value.

2.5.6.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

* Allowing potentially successful attempts to log in to an account after the login failure limit has been
reached increases the likelihood of the account becoming compromised.

» Businessinformation may be accidentally or maliciously altered.

» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.5.7. User accounts must not be set such that the user
cannot change their password

ID Version Leve Enfor cement

ORAC-UA-3 10 baseline mandatory

2.5.7.1. Standard
User accounts must not be set such that the user cannot change their password

2.5.7.2. Detailed Steps

» Select change password at next logon for the account in question

2.5.7.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
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e Account passwords may be compromised
* Businessinformation may be accidentally or maliciously atered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.5.8. User account passwords must contain at least one
numeric character

ID Version Leve Enforcement

ORAC-AUTH-2 1.0 baseline mandatory

2.5.8.1. Standard

User account passwords must contain at least one numeric character

2.5.8.2. Detailed Steps

» The password management system must be enabled

e The password complexity function must be set to ensure a minimum of 1 numeric character in the
password

2.5.8.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Increasing password complexity makes passwords harder to guess
» Easily guessed passwords may result in compromise of accounts

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

2.5.9. Accounts must have a password minimum length
of 6 characters

ID Version Level Enforcement

ORAC-AUTH-1 1.0 baseline mandatory
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2.5.9.1. Standard

Accounts must have a password minimum length of 6 characters

2.5.9.2. Detailed Steps

» The password management system must be enabled

*  The minimum length for passwords must be set to 6 characters

2.5.9.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Short passwords are easier to guess

» Easily guessed passwords may result in compromise of accounts
e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.
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Chapter 3. Network Security
Configuration
3.1. Network Interface Considerations

3.1.1. The listener.ora file should be readable only by the
administrators

ID Version L evel Enforcement

ORAC-NET-5 1.0 baseline recommended

3.1.1.1. Standard

The listener.orafile should be readable only by the administrators

3.1.1.2. Detailed Steps

Ensure the file ownership is not changed from installation time

» Ensure that the file permissions do not permit read access other than for the administrators

3.1.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Business information may be accidentally or maliciously atered.
» Businessinformation may be disclosed.

Business information and applications may be unavailable.

3.1.2. Use Advanced Networking Option to provide en-
crypted data transfer

ID Version Leve Enfor cement

ORAC-NET-1 1.0 above baseline recommended

3.1.2.1. Standard
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Use Advanced Networking Option to provide encrypted data transfer

3.1.2.2. Detailed Steps

e Instal the ANO

» Configure ANO to encrypt data transmission from clients to servers for sensitive applications

3.1.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Datatransmitted in clear text is subject to disclosure

» Datatransmitted in clear text is subject to modification

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

3.1.3. Oracle passwords should be protected from tra-
versing the network in clear text.

ID Version Leve Enforcement

ORAC-NET-2 1.0 above baseline recommended

3.1.3.1. Standard

The advanced networking option should be implemented so as to protect Oracle passwords in transmis-
sion across the network.

3.1.3.2. Detailed Steps

e |nstall the ANO

» Configure ANO to encrypt passwords in transmission from clients to servers

3.1.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Passwords transmitted in clear text are subject to disclosure

» Businessinformation may be accidentally or maliciously altered.
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Business information may be disclosed.

» Businessinformation and applications may be unavailable.

3.1.4. Network listeners for SQL*NET clients should be
password protected

ID Version Leve Enforcement

ORAC-NET-3 1.0 baseline recommended

3.1.4.1. Standard

Network listeners for SQL*NET clients should be password protected

3.1.4.2. Detailed Steps

Implement passwords on the SQL*NET listeners

3.1.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
Business information may be disclosed.

e Businessinformation and applications may be unavailable.

3.1.5. The passwords for the listeners for SQL*NET cli-
ents should be changed from the default value

ID Version Leve Enforcement

ORAC-NET-4 1.0 baseline recommended

3.1.5.1. Standard

The passwords for the listeners for SQL*NET clients should be changed from the default value

3.1.5.2. Detailed Steps

Change the passwords on the SQL*NET listeners
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3.1.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.
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Chapter 4. Configuration
4.1. Files and File Permissions

4.1.1. The config.ora file should be afforded the same
control as the init.ora object

ID Version Leve Enfor cement

ORAC-FP-8 1.0 baseline recommended

4.1.1.1. Standard

The config.orafile should be afforded the same control as the init.ora object

4.1.1.2. Detailed Steps

» Ensure that the ownership of config.oraisthe same asthat for init.ora

Ensure that the file permissions of config.ora are the same as that for init.ora

4.1.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Business information may be accidentally or maliciously altered.
Business information may be disclosed.

Business information and applications may be unavailable.

4.1.2. The object CATALOG.BSQ must not be modified

ID Version Leve Enforcement

ORAC-FP-10 1.0 baseline mandatory

4.1.2.1. Standard

The object CATALOG.BSQ must not be modified

4.1.2.2. Detailed Steps
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» Ensure that the CATALOG.BSQ file permissions are set to prevent unauthorised modification

4.1.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

* Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Business information and applications may be unavailable.

4.1.3. The object SQL.BSQ must not be modified

ID Version Leve Enforcement

ORAC-FP-9 1.0 baseline mandatory

4.1.3.1. Standard

The object SQL.BSQ must not be modified

4.1.3.2. Detailed Steps

» Ensure that the SQL.BSQ file permissions are set to prevent unauthorised modification

4.1.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

4.1.4. All Oracle database control files should have con-
sistent permission masks

ID Version Leve Enforcement

ORAC-FP-5 1.0 baseline recommended




Configuration

4.1.4.1. Standard

All Oracle database control files should have consistent permission masks

4.1.4.2. Detailed Steps

» Do not alter the file ownership or the permissions of the database control file

» Ensure that the database control files are consistently protected

4.1.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

4.1.5. The owner of the database files should be Oracle

ID Version Leve Enforcement

ORAC-FP-2 1.0 baseline recommended

4.1.5.1. Standard

The owner of the database files should be Oracle

4.1.5.2. Detailed Steps

*  Set ownership of the database filesto Oracle

4.1.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

4.1.6. Oracle users must not have greater access to the

35



Configuration

database files than that set by the Oracle installation

ID Version Leve Enfor cement

ORAC-FP-3 1.0 baseline recommended

4.1.6.1. Standard

Oracle users must not have greater access to the database files than that set by the Oracle installation

4.1.6.2. Detailed Steps

» Do not grant greater than default file access to the Oracle database files to users

4.1.6.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.1.7. The database control file must be owned by Oracle

ID Version Leve Enfor cement

ORAC-FP-4 1.0 baseline mandatory

4.1.7.1. Standard

The database control file must be owned by Oracle

4.1.7.2. Detailed Steps

e Do not alter the file ownership or the permissions of the database control file

4.1.7.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
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* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.1.8. When assigning user rights to an object never use
Grant All

ID Version Leve Enforcement

ORAC-FP-11 1.0 baseline mandatory

4.1.8.1. Standard

When assigning user rights to an object never use Grant All

4.1.8.2. Detailed Steps

» Ensure that users are assigned only the specific rights they require

4.1.8.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Unauthorised access may given to a user

» Unintended access may be given to a user

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

4.1.9. Database files should be protected from unauthor-
ised access

ID Version Leve Enforcement

ORAC-FP-1 1.0 baseline recommended

4.1.9.1. Standard

Database files should be protected from unauthorised access
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4.1.9.2. Detailed Steps

» Sat file access permissions on the database files to the least permissions required for satisfactory
functioning.

4.1.9.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.1.10. The Oracle database initialisation file should be
available to the Oracle system account alone

ID Version Leve Enfor cement

ORAC-FP-7 1.0 baseline recommended

4.1.10.1. Standard
The Oracle database initialisation file should be available to the Oracle system account alone

4.1.10.2. Detailed Steps

» Ensure that the file permissions on the database initialisation files do not permit user access

4.1.10.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Theinformation held in the initialisation files can be used to subvert the database security
» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Business information and applications may be unavailable.

4.1.11. The Oracle database initialisation file must not be
user readable
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ID Version Leve Enfor cement

ORAC-FP-6 10 baseline mandatory

4.1.11.1. Standard

The Oracle database initialisation file must not be user readable

4.1.11.2. Detailed Steps

» Ensure that the file permissions on the database initialisation files do not permit user access

4.1.11.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Theinformation held in the initialisation files can be used to subvert the database security
» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.2. Administration

4.2.1. The use of quotas should be considered

ID Version Leve Enforcement

ORAC-ADMIN-2 1.0 baseline recommended

4.2.1.1. Standard

The use of quotas should be considered to limit potentially harmful or unexpected growth in the data-
base size

4.2.1.2. Detailed Steps

» Size the maximum extent of the projected database

* Implement a quotato limit the growth of the database to the maximum size expected

4.2.1.3. Risks Addressed
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Where this control is not applied, the following residual risks exist:

» Businessinformation and applications may be unavailable.

4.2.2. Maintain version control and change comments in
the Oracle initialisation file

ID Version Leve Enfor cement

ORAC-ADMIN-1 10 baseline mandatory

4.2.2.1. Standard
Maintain version control and change comments in the Oracleinitialisation file

4.2.2.2. Detailed Steps

» Thefile must include comments as to the change made
» Thefile must include initialisation values before and after the change

» Thefile must include who made the change and the date of the change

4.2.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised changes to the Oracle administration file may subvert the security of the database im-
plementation.

e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

4.2.3. Check users privileges following an upgrade

ID Version Leve Enforcement

ORAC-ADMIN-3 1.0 baseline mandatory

4.2.3.1. Standard
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Following an Oracle upgrade, check that users privileges have not changed due to changes to role priv-
ileges.

4.2.3.2. Detailed Steps

* Notethe users privilege levels

» Verify that post upgrade, users effective privilege levels have not increased

4.2.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Unauthorised privileged access may be obtained

» Unintended privileged access may be obtained

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.2.4. If using Oracle Enterprise Manager ensure the
workstations/consoles on which it is run are protected
from attack.

ID Version Leve Enfor cement

ORAC-ADMIN-4 1.0 baseline mandatory

4.2.4.1. Standard

If using Oracle Enterprise Manager ensure the workstations/consoles on which it is run are protected
from attack.

4.2.4.2. Detailed Steps

e Implement password protected screensavers

* Implement an idle timeout facility to lock workstations

4.2.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
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» Unauthorised privileged access may be obtained
* Businessinformation may be accidentally or maliciously atered.
* Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

4.3. Backups

4.3.1. Online image backups should be taken

ID Version Leve Enforcement

ORAC-BACKUP-1 1.0 baseline recommended

4.3.1.1. Standard

In accordance with the required backup schedule take periodic online image backups.

4.3.1.2. Detailed Steps

» Schedule periodic online image backups

4.3.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Businessinformation and applications may be unavailable.

4.3.2. Online incremental backups should be taken

ID Version Leve Enfor cement

ORAC-BACKUP-2 1.0 baseline recommended

4.3.2.1. Standard

In accordance with the required backup schedule take periodic online incremental backups.

4.3.2.2. Detailed Steps

» Schedule periodic online incremental backups
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4.3.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Businessinformation and applications may be unavailable.
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Chapter 5. Auditing and Monitoring
5.1. Events to be alerted in real-time

5.1.1. The system resource profile settings for password
lock time should be set to forever

ID Version Leve Enfor cement

ORAC-AUDI-1 1.0 baseline recommended

5.1.1.1. Standard

The system resource profile settings for password lock time should be set to forever

5.1.1.2. Detailed Steps

» Definein the system resource profile settings password lock time to be forever.

5.1.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:
Setting password lock time to anything other than forever allows password guessing attempts to be
resumed against the account after the lockout period expires
Given enough time and enough attempts account passwords will be guessed
» Accounts may be compromised
Business information may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

Business information and applications may be unavailable.

5.1.2. User accounts should be locked out after 3 con-
secutive login failures

ID Version Leve Enfor cement

ORAC-AUDIT-1 1.0 baseline recommended
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5.1.2.1. Standard

User accounts should be locked out after 3 consecutive login failures

5.1.2.2. Detailed Steps

» Define the system resource profile settings to lock out accounts after 3 failures

5.1.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Given enough attempts any account password may be guessed

» Unauthorised access may result from allowing aliberal number of logon attempts

» Businessinformation may be accidentally or maliciously altered.

e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

5.2. Events to be audited

5.2.1. Enable auditing

ID Version

Level

Enfor cement

ORAC-AUDIT-3 1.0

baseline

recommended

5.2.1.1. Standard

Auditing should be enabled for the following events; - Create Table - Create Index - Drop Index - Alter
Index - Drop Table - Audit Object - Noaudit Object - Create Database - Alter Database - Create Ta-
blespace - Alter Tablespace - Drop Tablespace - Alter Session - Alter User - Alter System - Create User
- Create Role - Drop User - Drop Role - Set Role - Create Schema - Create Control File - Create Trigger
- Alter Trigger - Drop Trigger - Create Profile - Drop Profile - Alter Profile - Drop Procedure - Alter
Role - Logon - Logoff - Logoff by Cleanup - System Audit - System Noaudit - Audit default - Noaudit
default - System Grant - System Revoke - Grant Role - Revoke Role - Enable Trigger - Disable Trigger

- Enable all Triggers - Disable all Triggers

5.2.1.2. Detailed Steps

» Enable auditing for the following events;
* -CreateTable

e - Create Index
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- Drop Index

- Alter Index

- Drop Table

- Audit Object

- Noaudit Object

- Create Database
- Alter Database

- Create Tablespace
- Alter Tablespace
- Drop Tablespace
- Alter Session

- Alter User

- Alter System

- Create User

- Create Role

- Drop User

- Drop Role

- Set Role

- Create Schema

- Create Control File
- Create Trigger

- Alter Trigger

- Drop Trigger

- Create Profile

- Drop Profile

- Alter Profile

- Drop Procedure
- Alter Role

- Logon

- Logoff
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- Logoff by Cleanup
e - System Audit

e - System Noaudit

- Audit default

- Noaudit default
e - System Grant

» - System Revoke

- Grant Role

- Revoke Role

- Enable Trigger

- Disable Trigger

- Enable all Triggers
» - Disableadl Triggers

5.2.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Lossof accountability

» Lega or regulatory non-compliance

* Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

» Business information and applications may be unavailable.

5.2.2. The init.ora file must be modified for data diction-
ary auditing to be enabled.

ID Version Leve Enforcement

ORAC-AUDIT-6 1.0 baseline recommended

5.2.2.1. Standard

Theinit.orafile must be modified for data dictionary auditing to be enabled.
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5.2.2.2. Detailed Steps

» Edit theinit.orafile and include the commands to enable data dictionary auditing

5.2.2.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Lossof accountability
» Businessinformation may be accidentally or maliciously altered.
e Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.

5.2.3. Use triggers to capture audit information where it
is not captured in table information

ID Version Level Enforcement

ORAC-AUDIT-4 1.0 baseline recommended

5.2.3.1. Standard

Use triggers to capture audit information where it is not captured in table information

5.2.3.2. Detailed Steps

» Beforeaninsert, update or delete is executed use a trigger to write the audit information to atable.

5.2.3.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

» Lossof accountability

» Legal or regulatory non-compliance

» Businessinformation may be accidentally or maliciously altered.
» Businessinformation may be disclosed.

» Businessinformation and applications may be unavailable.
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5.2.4. Use triggers to log modifications to the
DBA_USERs table

ID Version Leve Enfor cement

ORAC-AUDIT-5 1.0 baseline recommended

5.2.4.1. Standard

A trigger should be written to log modifications to the DBA_USERs table to identify user password sub-
stitution can be logged.

5.2.4.2. Detailed Steps

e Writeatrigger that logs modifications to the DBA_USERs table.

5.2.4.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

* Lossof accountability
e Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.

5.2.5. Tables should be designed to include extra fields
for auditing actions taken

ID Version Leve Enforcement

ORAC-AUDIT-2 1.0 baseline recommended

5.2.5.1. Standard

Tables should be designed to include extra fields for auditing actions taken

5.2.5.2. Detailed Steps

*  When designing the tables include columns to capture information relating to changes to the data
held in the row.
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5.2.5.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

e Lossof accountability

* Lega or regulatory non-compliance

» Businessinformation may be accidentally or maliciously altered.
* Businessinformation may be disclosed.

e Businessinformation and applications may be unavailable.
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6.1. When an object is deleted from the data-
base, delete all related synonyms

ID Version Leve Enforcement

ORAC-OTHER-1 1.0 baseline mandatory

6.1.1. Standard

When an object is deleted from the database, delete all related synonyms

6.1.2. Detailed Steps

»  When an object is to be deleted from the database ensure that all synonyms are identified and also
deleted.

6.1.3. Risks Addressed

Where this control is not applied, the following residual risks exist:

Business information may be accidentally or maliciously altered.
Business information may be disclosed.

Business information and applications may be unavailable.
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Chapter 7. Checklist

User Configuration

User Administration

Control ID  |Checklist Question Your Answer

ORAC-UA-1 |Are user profile names on the database consistent with their other login
names?

ORAC-UA-4 |Are accounts belonging to personnel who have fixed periods of employ-
ments set up with account expiration dates?

ORAC-AD- |Do scripted modificatons to users, use up to date commands?

MIN-10

ORAC-UA-2 |Do database administrators perform periodic user account audits to en-
sure access granted is still required?

Default Accounts

Control ID  |Checklist Question Your Answer

ORAC-DA-5 [Has the default password for the demo account been changed?

ORAC-DA-3 |Has the default password for the dosnmp account been changed?

ORAC-DA-4 |Has the default password for the scott account been changed?

ORAC-DA-6 |Has the default password for the p08 account been changed?

ORAC-DA-2 |Has the default password for the system account been changed?

ORAC-DA-1 |Has the default password for the sys account been changed?

ORAC-DA-7 |Has the scott account been deleted?

Roles, Views, and Access Control

Control ID  |Checklist Question Your Answer

ORAC- Are users with a requirement for a single role denied the ability to ex-

ACC-8 ecute the set role command?

ORAC- Is access to the operating system command line interface denied from

ACC-7 users where possible?

ORAC- Are password protected roles implemented?

ACC-4

ORAC- Are views used to enforce access restrictions to tables?

ACC-1

ORAC- Are users assigned any default Oracle roles?

ACC-3

ORAC- For live database apps are the connect or resource roles used?

ACC-6

ORAC- Are applications developed with password protected roles, without hard-

ACC-5 coding the role password or disclosing the role password to the users?

ORAC- Have database views been defined that map to database roles?

ACC-2

52




Checklist

Privileges

Control ID  |Checklist Question Your Answer
ORAC- Has the CREATE privilege been granted to any application?

PRIV-6

ORAC- Has the DROP privilege been granted to any application?

PRIV-5

ORAC- Has the DBA role been granted to Database Administrators alone?
PRIV-4

ORAC- Has the UNLIMITED TABLESPACE privilege been granted to any ap-
PRIV-11 plication?

ORAC- Has the EXECUTE ANY PROCEDURE privilege been granted to any
PRIV-10 application?

ORAC- If the scott account exists, does it have the CONNECT privilege only?
PRIV-1

ORAC- Have al privileges been assigned to roles and not directly to users?
PRIV-12

ORAC- Hasthe ALTER privilege been granted to any application?

PRIV-7

ORAC- Has the BECOME USER privilege been granted to any application?
PRIV-8

ORAC- Has the GRANT ANY PRIVILEGE/ROLE privilege been granted to any
PRIV-9 application?

ORAC- Does the p08 account have the DBA role revoked?

PRIV-2

Authentication/Password Configuration

Control ID  |Checklist Question Your Answer
ORAC-AU- |sthe sessions per user value set to 1?

TH-8

ORAC-AU- |sthe Password reuse max value set to 12 passwords?

TH-7

ORAC-AU- |lIsthe password lifetime set to 30 days?

TH-5

ORAC-AU- |Do account logins timeout and disconnect after 30 minutes of inactivity?
TH-3

ORAC-AU- [Isthe password grace time set to 0 days?

TH-4

ORAC-AU- |sthe Password lock time set to the maximum possible value?

TH-6

ORAC-UA-3 |Are user accounts set such that the user can change their password?
ORAC-AU- |Do accounts have a password minimum length of 6 characters?

TH-2

ORAC-AU- |Do accounts have a password minimum length of 6 characters?

TH-1

Network Security Configuration
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Network Interface Considerations

Control ID  |Checklist Question Your Answer
ORAC- Isthe listener.orafile only readable by the administrators?
NET-5
ORAC- Is Advanced Networking Option used to provide encrypted data transfer?
NET-1
ORAC- Has the advanced networking option been implemented so as to protect
NET-2 Oracle passwords in transmission across the network?
ORAC- Are network listeners for SQL*NET clients password protected?
NET-3
ORAC- Have the default passwords of the SQL*NET listeners been changed
NET-4 from the default value?
Configuration
Files and File Permissions
Control ID  |Checklist Question Your Answer
ORAC-FP-8 [Isthe config.orafile afforded the same control as the init.ora object?
ORAC-FP-10|Isthe object CATALOG.BSQ protected against modification?
ORAC-FP-9 |Isthe object SQL.BSQ protected against modification?
ORAC-FP-5 |Do al Oracle database control files have consistent permission masks?
ORAC-FP-2 |Isthe owner of the database files set to be Oracle?
ORAC-FP-3 |Do Oracle users have greater access to the database files than that set at
installation time?
ORAC-FP-4 |lIsthe database control file owned by Oracle?
ORAC-FP-11{Is Grant All used when assigning object access rightsto a user?
ORAC-FP-1 |Are database files protected from unauthorised access?
ORAC-FP-7 |Is the Oracle database initialisation file available only to the Oracle sys-
tem account?
ORAC-FP-6 |Arethe Oracle database initialisation files user readable?
Administration
Control ID  |Checklist Question Your Answer
ORAC-AD- |Arequotas used?
MIN-2
ORAC-AD- |Arechangesto the Oracle initialisation file commented and logged?
MIN-1
ORAC-AD- |Areusers privileges checked following an upgrade?
MIN-3
ORAC-AD- |If using Oracle Enterprise Manager ensure the workstations/consoles on
MIN-4 which it isrun are protected from attack.
Backups




Checklist

Control ID  |Checklist Question Your Answer
ORAC- Are online image backups taken periodically?
BACKUP-1
ORAC- Areonline incremental backups taken periodically?
BACKUP-2

Auditing and Monitoring
Eventsto be alerted in real-time
Control ID  |Checklist Question Your Answer
ORAC- Is the system resource profile settings for password lock time set to
AUDI-1 forever?
ORAC- Are user accounts locked out after 3 consecutive login failures?
AUDIT-1
Events to be audited
Control ID  |Checklist Question Your Answer
ORAC- Is auditing enabled for the list of recommended events?
AUDIT-3
ORAC- Has the init.ora file been modified to enable data dictionary auditing?
AUDIT-6
ORAC- Are triggers used to capture audit information where it is not captured in
AUDIT-4 table information?
ORAC- Has a trigger been written to log modifications to the DBA_USERs table
AUDIT-5 to identify user password substitution?
ORAC- Are the tables designed to include extra fields for auditing actions taken?
AUDIT-2

Other

Control ID  |Checklist Question Your Answer
ORAC- Isit ensured that when an object is deleted from the database, all related
OTHER-1  |synonyms are also deleted?
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